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Executive summary 

The OSOS consortium will take all necessary measures to fully satisfy the Ethics Requirement No 2. The 

OSOS partnership will provide opinion or confirmation by the competent Institutional Data Protection 

Officer that all data collection and processing will be carried according to EU and national legislation 

before any OSOS activities. The partners responsible for data collection, storage, protection, retention 

and destruction are, Dublin City University (DCU) (for the data collected during the impact assessment 

of the OSOS activities) and INTRASOFT (for the data collected on the portal). 

 

The Institutional Data Protection Officer in Dublin City University is: 

Mr. Noel Prior 

Risk & Compliance Officer 

Office of the Chief Operations Officer 

Room A201A Albert College 

DCU Glasnevin Campus 

Collins Avenue Extension 

Dublin 9 

D09 V209 

 

The responsible at INTRASOFT for the data collected on the services of the OSOS portal is:  

Mrs. Lambrini Kolovou 

OSOS portal administrator 

INTRASOFT International S.A. 

Rue Nicolas Bove 2b 

+ 30 310 6876482 

+ 30 210 6876478 

 

Furthermore, the OSOS project will design and undertake the procedures that will be implemented for 

data collection, storage, protection, retention and destruction and confirmation in compliance with 

national and EU legislation.  

 

For the purposes of the OSOS activities during the piloting, monitoring and evaluating phases of the 

projects, all national coordinators will take all necessary means to contact, inform and support the 

participating schools. To this end the informed consent forms and information sheet will be provided 

and used during the activities of OSOS by all participants (school heads, teaches, students and their 

parents).  

 

Finally, detailed information on the collection and/or processing of personal sensitive data and 

provides information on the collection and/or processing of personal sensitive data, as well as 

information on the methods used for tracking or observing participants will be provided according to 

European and national regulations. 
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1 Introduction 

1.1 Purpose of the document 

This document describes the OSOS Ethics Requirement No 2. It provides information on the opinion or 

confirmation by the competent Institutional Data Protection Officer that all data collection and 

processing will be carried according to EU and national legislation. Furthermore, it sets the procedures 

that will be implemented for data collection, storage, protection, retention and destruction and 

confirmation that they comply with national and EU legislation. The document also provides templates 

of the informed consent forms and information sheet to be used during the activities of OSOS. It also 

provides information on the collection and/or processing of personal sensitive data and provides 

information on the collection and/or processing of personal sensitive data. 

1.2  Scope and audience of the document 

This document corresponds to NEC - Requirement No. 2. It is confidential and is addressed only to 

members of the consortium (including the Commission Services.) 

1.3  Structure of the document 

The first chapter of the deliverable presents the purpose of the document, its scope and audience as 

well as its structure. 

The second chapter of the deliverable provides information on the opinion or confirmation by the 

competent Institutional Data Protection Officer that all data collection and processing will be carried 

according to EU and national legislation. 

The third chapter sets the procedures that will be implemented for data collection, storage, protection, 

retention and destruction and confirmation that they comply with national and EU legislation. 

The fourth chapter provides templates of the informed consent forms and information sheet to be 

used during the activities of OSOS. 

The fifth chapter provides information on the collection and/or processing of personal sensitive data. 

Finally, the sixth provides information on the methods used for tracking or observing participants. 
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2 EU legislation on data protection 

The OSOS project will comply with data protection acts, directives, and opinions, both at European and 

at National level.  

These include: 

▪ Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data,  

▪ The Charter of Fundamental Rights of the EU, specifically the article concerning the protection 

of personal data, 

▪ UK Data protection act 1998, reviewing the rights of UK citizens to access personal information. 

▪ The opinions of the European Group on Ethics in Science and New Technologies in their report 

“Citizen Rights and New Technologies: A European Challenge” on the Charter on Fundamental 

Rights related to technological innovation. In particular, recommendations related to ICT 

concerning data protection and individuals’ freedom and autonomy will be taken into account. 

The Project Coordinator will ensure compliance with such legislation. The Consortium notes 

that the proposed activities of the project involve one area highlighted of the Ethical Issues 

Table: i.e. the involvement of children. 

 

The project consortium will devise mechanisms that comply with the rules relating to the protection 

of personal data, as described in Directive 95/46/EC. This Directive regulates the processing of personal 

data and stipulates, among other things, the following: 

▪ The data subject has the right to be informed when his/her personal data are being processed; 

▪ Data may be processed only under the following circumstances (Art 7): 

 When the data subject has unambiguously given his/her consent. 

 When the processing is necessary for the performance of or the entering into a contract. 

 When processing is necessary for compliance with a legal obligation. 

 When processing is necessary in order to protect the vital interests of the data subject. 

 When processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller or in a third party to 

whom the data are disclosed. 

 When processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by the third party or parties to whom the data is disclosed, except where such 

interests are overridden by the interests for fundamental rights and freedoms of the data 

subject.  

 

The data subject has the right to access all data processed about him. The data subject has the right to 

demand the rectification, erasure or blocking of data that is incomplete, inaccurate or is not being 

processed in compliance with the data protection rules (Art 12). When sensitive data is being 

processed, extra restrictions apply (Art 8). All users will therefore demonstrate informed consent to 

participate in evaluation and field work studies, and will be asked to provide appropriate agreement 
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making clear that they understand that they are involved in the activities of the project, what data will 

be collected, how it will be stored and protected, and what action to take if they are concerned about 

data protection, including the right to withdraw from the trial at any time. All personally identifiable 

information held for use by the project will be made anonymous, and made available only to a ‘need 

to know’ basis. While user control is a fundamental design principle, there is recognition that 

information must be credible, validated and in a format that can be used by existing systems. Open 

standards will be the basis of this project from a technical interoperability perspective. 

 

In summary, in all cases the project undertakes to ensure that all data used within it will be: 

▪ fairly and lawfully processed 

▪ processed for limited purposes 

▪ adequate, relevant and not excessive 

▪ accurate 

▪ not kept longer than necessary 

▪ processed in accordance with the data subject's rights, both locally and within EU legislation 

▪ secure 

▪ not transferred to countries without adequate protection. 

 

The OSOS consortium will be responsible for the development of security guidelines and compliance 

procedures that will ensure the protection of information and information systems against 

unauthorized access or modification of information whether in storage, processing, or transit and 

against denial of service to authorized users. Particular emphasis, especially with regards to children, 

will be placed on multimedia privacy rights and the right to share or not. Awareness will be maintained 

and consent systems in action for all procedures conducted throughout the project. Allowing for 

participation to withdraw, restrictions on distribution, and management of privacy rights will be a key 

element of all system developments and evaluation procedures. 

 

The consortium members agree to carry out this project in accordance with Data Protection 

Regulations and will comply with Directive 95/46/EC to ensure correct handling of data and privacy. 

During the course of this project, consortium members will take all the necessary steps to ensure that 

all participants, teachers and students, understand the objectives of this project and the processes 

employed during it to achieve them. 

 

The Data Protection Directive 95/46/EC 

The Data Protection Directive (officially Directive 95/46/EC on the protection of individuals with regard 

to the processing of personal data and on the free movement of such data) is a European Union 

directive adopted in 1995 which regulates the processing of personal data within the European Union. 

It is an important component of EU privacy and human rights law. The General Data Protection 

Regulation, adopted in April 2016, will supersede the Data Protection Directive and is planned to be 

enforceable starting on 25 May 2018. 
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Personal data are defined as "any information relating to an identified or identifiable natural person 

("data subject"); an identifiable person is one who can be identified, directly or indirectly, in particular 

by reference to an identification number or to one or more factors specific to his physical, physiological, 

mental, economic, cultural or social identity;" (art. 2 a). 

 

This definition is meant to be very broad. Data are "personal data" when someone is able to link the 

information to a person, even if the person holding the data cannot make this link. Some examples of 

"personal data" are: address, credit card number, bank statements, criminal record, etc. 

 

The notion processing means "any operation or set of operations which is performed upon personal 

data, whether or not by automatic means, such as collection, recording, organization, storage, 

adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, blocking, erasure or destruction;" (art. 2 b). 

The responsibility for compliance rests on the shoulders of the "controller", meaning the natural or 

artificial person, public authority, agency or any other body which alone or jointly with others 

determines the purposes and means of the processing of personal data; (art. 2 d) 

 

The data protection rules are applicable not only when the controller is established within the EU, but 

whenever the controller uses equipment situated within the EU in order to process data. (art. 4) 

Controllers from outside the EU, processing data in the EU, will have to follow data protection 

regulation. In principle, any online business trading with EU residents would process some personal 

data and would be using equipment in the EU to process the data (i.e. the customer's computer). As a 

consequence, the website operator would have to comply with the European data protection rules. 

The directive was written before the breakthrough of the Internet, and to date there is little 

jurisprudence on this subject. 

 

Principles 

Personal data should not be processed at all, except when certain conditions are met. These conditions 

fall into three categories: transparency, legitimate purpose, and proportionality. 

 

Transparency 

The data subject has the right to be informed when his personal data is being processed. The controller 

must provide his name and address, the purpose of processing, the recipients of the data and all other 

information required to ensure the processing is fair. (art. 10 and 11) 

Data may be processed only if at least one of the following is true (art. 7): 

▪ when the data subject has given his consent. 

▪ when the processing is necessary for the performance of or the entering into a contract. 

▪ when processing is necessary for compliance with a legal obligation. 

▪ when processing is necessary in order to protect the vital interests of the data subject. 
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▪ processing is necessary for the performance of a task carried out in the public interest or in 

the exercise of official authority vested in the controller or in a third party to whom the data 

are disclosed. 

▪ processing is necessary for the purposes of the legitimate interests pursued by the controller 

or by the third party or parties to whom the data are disclosed, except where such interests 

are overridden by the interests for fundamental rights and freedoms of the data subject. The 

data subject has the right to access all data processed about him. The data subject even has 

the right to demand the rectification, deletion or blocking of data that is incomplete, 

inaccurate or not being processed in compliance with the data protection rules. (art. 12) 

 

Legitimate purpose 

Personal data can only be processed for specified explicit and legitimate purposes and may not be 

processed further in a way incompatible with those purposes. (art. 6 b) 

Proportionality 

Personal data may be processed only insofar as it is adequate, relevant and not excessive in relation 

to the purposes for which they are collected and/or further processed. The data must be accurate and, 

where necessary, kept up to date; every reasonable step must be taken to ensure that data which are 

inaccurate or incomplete, having regard to the purposes for which they were collected or for which 

they are further processed, are erased or rectified; The data shouldn't be kept in a form which permits 

identification of data subjects for longer than is necessary for the purposes for which the data were 

collected or for which they are further processed. Member States shall lay down appropriate 

safeguards for personal data stored for longer periods for historical, statistical or scientific use. (art. 

6). 

When sensitive personal data (can be: religious beliefs, political opinions, health, sexual orientation, 

race, membership of past organisations) are being processed, extra restrictions apply. (art. 8). 

 

Institutional Data Protection Officer 

The OSOS partnership will provide opinion or confirmation by the competent Institutional Data 

Protection Officer that all data collection and processing will be carried according to EU and national 

legislation before any OSOS activities. The partners responsible for data collection, storage, 

protection, retention and destruction are, Dublin City University (DCU) (for the data collected 

during the impact assessment of the OSOS activities) and INTRASOFT (for the data collected on the 

services of portal). 

 
The Institutional Data Protection Officer in Dublin City University is: 

Mr. Noel Prior 

Risk & Compliance Officer 

Office of the Chief Operations Officer 

Room A201A Albert College 

DCU Glasnevin Campus 

Collins Avenue Extension 
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Dublin 9 

D09 V209 
 

The responsible at INTRASOFT for the data collected on the services of the OSOS portal is:  

Mrs. Lambrini Kolovou 

OSOS portal administrator 

INTRASOFT International S.A. 

Rue Nicolas Bove 2b 

+ 30 310 6876482 

+ 30 210 6876478 
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3 Procedures for data collection and storage 

The OSOS team is developing a comprehensive OSOS Evaluation Framework consisting of a set of 

measurable quantitative and qualitative indicators and impact assessment tools to gauge the 

effectiveness and impact of the OSOS approach. The Evaluation Framework is also drawing from 

current interlinking validation methodologies for RRI in education e.g. EnRRIch, UNESCO global 

citizenship goals, ENGAGE2020 and the EC guidelines.  

 

OSOS Evaluation Framework will draw on the following evaluation and validation methodologies: 

 

Science Pedagogy (this will consist of quantitative and qualitative assessment, on continuum scale of 

‘mass’, ‘density’, ‘temperature’ and ‘reflectivity’ in our definition of RRI-enhanced science pedagogy, 

which is pedagogy involving the following principles: Sparking Interest and Excitement; Understanding 

Scientific Content and Knowledge; Engaging in Scientific Reasoning; Reflecting on Science; Using the 

Tools and Language of Science; Identifying with the Scientific Enterprise) 

 

Organisational Cultures and Culture Change (quantitative and qualitative assessment of the teaching 

institutions, hubs and curricula under the following criteria: artifacts (visible), espoused beliefs and 

values (may appear through surveys) and basic underlying assumptions (Schein, 1985) 

 

Technology – tools, services and infrastructure (quantitative and qualitative assessment of the 

teaching technology pedagogies and infrastructures, while not enforcing ‘tech-push’, but to utilise 

Mark Prensky ‘s (2005) cultures of tech innovation, with indicators of 1) ‘Dabbling’ 2) Old things/old 

ways 3) Old things/new ways 4) new things /new ways. This is to include direct classroom tools, formal 

and informal processes, community-building and social media approaches) 

 

Economic /other value, added value (using the SMEV model of ‘Socially-Modified Economic Valuation 

(Munck et al 2014) a Harvard-devised model which uses a ‘social weighting’ measuring the social 

contribution of collaborative community educational activities. This value accompanies or ‘shadows’ 

the actual economic value. Thus, activities in socially disadvantaged areas would be ‘worth’ more in 

terms of social value generated. Measurements can be done on the basis of, as examples:  

• number of partnerships between schools, local communities and local industry;  

• number of stakeholders involved and interactions;  

• structured or flexible interactions: equity of social capital/ social power of stakeholders in the 

process;  

• tools and skills acquired by the stakeholders as a result of open schooling activities;  

• tools and skills attachment to pedagogical/ RRI goals. 

 

Cultural and linguistic issues quantitative and qualitative assessment of teaching and community 

interaction under 1) didaktik, 2) Vygostsky social learning (Vygotsky, 1978), and communities of 

practice (Lave and Wenger, 1991), with particular emphasis on gender and language. 
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Different methods and techniques are being employed, including a mix of quantitative and qualitative 

methods such as document and statistical analysis, interviews, focus groups, tracking of student 

interest/progression, online survey tools etc. To collect quantitative data an evaluation template with 

standardized questions and reflection points are being developed. Each OSOS National Coordinator 

and pilot hub contact point will populate the evaluation template and submit quarterly reports. Data 

with headings to capture specific information such as the number of industry role models engaged, 

number of students engaged with industry, number of partnerships created etc will be then analysed 

by the evaluation team.  

 

During evaluation, the main issues to consider include: 

• How many partnerships between schools, local communities and local industry have been 

created as a result of a pilot open schooling hub?  

• How many stakeholders were involved and how many interactions took place?  

• Were these interactions structured or flexible?  

• Were the interactions dominated by any particular stakeholder or was the process flexible 

allowing for mutual learning two-way knowledge transfer?  

• What tools and skills were acquired by the stakeholders as a result of open schooling activities? 

• Did these tools and skills contribute to more scientifically interested and literate students and, 

more generally, society? If yes, how? 

 

Other evaluation techniques and methods to be employed are including tracking the number of 

institutions that adopted the Open school hub model at staged intervals over the project cycle; 

conducting surveys with random sample of citizens pre and post engagement in the OSOS open school 

hub and comprehensive assessment of potential changes in attitudes, behavior, knowledge 

attainment.  

 

The project is also evaluating the potential of OSOS model to integrate more effectively RRI in OSOS 

pilot schools and more generally in schools across Europe. Specifically, it will assess to what extent 

teachers, students and other stakeholders engaged through OSOS open schooling approach have a 

holistic view of science, scientific research and major scientific developments. The RRI component of 

evaluation will include student/teacher pre-post engagement reflections; integration of RRI principles 

into school curricula and teaching practices etc. These reflections and evaluation of curricula and 

practices will reveal changes in awareness/knowledge aspects/behaviour in relation to the RRI 

principles - such as gender, ethics, open access, open science, public engagement, governance, socio-

economic development and sustainability, social issues related to scientific developments. In addition, 

impact of the OSOS model on industry partners and non-formal education providers will also be 

assessed, in particular whether industry partners incorporated any learnings into their business 

processes, corporate social responsibility (CSR) and public engagement (PE) strategies as a result of 

the OSOS engagement model. The datasets corresponding to the full cycle of the school transformation 

with the support of the OSOS support mechanism are depicted in the following figure. 
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Figure1. Impact Assessment focus areas and data generated through the school transformation cycle 

 (details are presented in D6.1 OSOS assessment methodology) 

 

The following table presents the indicators that the OSOS partners will use in order to evaluate the 

school transformation during the three phases of the implementation activities of the project. 

 

Table 1. List of OSOS indicators 

OSOS Phase  Indicators 

Increase 

Mass  

 

Identify more 

innovative 

individuals in 

the school 

 

Clear 

leadership & 

vision and 

strategy set-

up to support 

development 

of Open 

Schooling 

Culture 

1. The school has a clear vision and strategy (an Innovation Action Plan) 

detailing how the school will support students and staff become an Open 

School  

2. At least one appointed teacher with clearly defined actions aimed at 

developing and supporting an Open School culture   

3. Strategies to encourage Problem Solving, Team Work, Active Citizenship and 

Critical Thinking exist 

4. Policies/Strategies/approaches aimed at replacing competitive type 

classroom environment with more collaborative working approaches 

(addresses gender equality and inclusion) exist  

5. Strategies/Plans for professional development of teachers for School Staff 

(teachers) to foster a change in behaviour, enabling teachers to adapt to a 

new OSOS open schooling culture and philosophy   

6. Strategies for teachers to participate in international mobility actions 

(professional development) are in place  

7. A motivation mechanism is set-up for teachers/students undertaking 

innovative project/activity and/or social entrepreneurial behavior   
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8. The school supports the development of an interdisciplinary environment 

where students/teachers are encouraged try new ideas and approaches 

exists  

9. Parental engagement is integrated into the school planning structure  

Increase 

Density 

 

Engage 

external 

stakeholders 

such as 

parents, 

industry, and 

local 

community 

stakeholders   

10. School has a system in place which captures the profiles, needs, 

contributions and relationships of all relevant external stakeholders  

11. Students identify and align stakeholder needs with matters of local social 

and economic concern  

12. School actively promotes the collaboration with non-formal and informal 

education providers, enterprises and civil society organisations  

13. School engages in a number of projects which demonstrate stakeholder 

inclusion  

14. School engages with outreach groups of research/STEM organisations to gain 

further insight into the life and careers of scientists/engineers  

15. There is evidence of parental and family engagement in school projects  

16. Local/regional/national businesses and organisations share their 

infrastructures and collaborate or work within the school projects 

17. School works with research centres and science museums to develop 

initiatives using co-creative approaches, and vice versa 

18. Students visit research centers, science museums and outreach centres 

19. There is an existence of formal procedures (models) for stakeholder’s 

involvement (such as community hackerspaces, community-engagement 

research or learning, consensus conferences, involvement in innovative 

projects etc.) 

20. There is evidence of participation/engagement of policy makers from key 

organisations in school projects and initiatives 

Increase 

Temperature  

 

By offering 

exciting 

opportunities 

and tools 

through a 

project-

based 

approach  

 

21. Schools show evidence of engaging in virtual and physical platforms to 

develop new innovative projects, share ideas, identify and collaborate with 

other schools to develop innovative projects aimed at addressing the grand 

societal challenges 

22. Schools champion Open Schooling approaches to other schools and 

external agencies/groups on regional/national levels  

23. Teachers/students show evidence of adapting activities and linking 

subjects/projects to issues of national interest in connection with the grand 

challenges  

24. A support infrastructure for teachers/students to organise local 

conferences, workshops, cafes, exhibitions open days in the school with 

stakeholder involvement exists 

25. Engagement in open schooling results in positive impact in school 

performance – student motivation, engagement and interest in science   
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26. Schools invest in strategies to support lateral capacity building through 

networks  

Increase 

Reflectivity  

 

Reflective 

practices 

bolster 

innovative 

ideas for 

social change  

 

(2nd 

Assessment)  

27. School supports and introduces student-led social enterprise start-ups/ 

community-focused courses 

28. School has an ongoing system of teacher and student self-reflection, 

discussion and learning set-up  

29. Teachers/students engage in platforms for sharing best practice and lessons 

learned  

30. Schools set up a system to reflect, track and monitor how open school 

practices have shaped the school organisational culture   

31. Parents actively collaborate with the OSOS projects organised by the school 

32. There is a commitment to changing the school at all levels   

33. Students and teachers incorporate a process of ongoing learning and 

evaluation into lessons and projects  

34. Students and teachers receive feedback from community partners and 

adapt projects, where possible, based on this feedback 

35. Schools encourage and engage in reflection, discussion and debates on 

scientific and societal issues   

36. All actors mutually benefit from the engagement in the projects and 

incorporate learnings into their systems and processes i.e. Industry update 

their CSR/business strategy, there is an economic cost-benefit  

37. There is evidence of an economic benefit-associated engagement of all 

partners  

Growth  

 

A sustainable 

& open 

school 

ecosystem  

 

38. Schools has an established network of more than 10 societal actors and 

companies & there is an increasing interest from new external stakeholder 

and other schools to participate on collaborative projects 

39. The school is a recognised site of shared science learning in the community, 

on local authority, industry or Government register  

40. Schools engage with policy makers to inspire curriculum change  

 

Deliverable D1.6 Data Management Plan provides detailed information on the various types of data 

in OSOS, the procedures followed to collect them and the measures that will be taken in order to 

ensure that no confidential information will be leaked. Furthermore, it describes the storage, archiving 

and preservation plan of the data, along with OSOS plan to comply with the Open Data Initiative. The 

OSOS validation methodology and tools are described in detail in deliverable D6.1 OSOS Assessment 

Methodology and deliverable D6.2 Impact Assessment tools. 
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4 Informed consent forms 

For the purposes of the Ethics Review process, the definition of Informed Consent given in the Directive 

2001/20/EC relating to the implementation of good clinical practice in the conduct of clinical trials on 

medicinal products for human use is adopted. The principle of "informed and free decision" remains 

valid for any other kind of research. During the lifespan of the OSOS project, the participants will be in 

involved in implementation and validation activities only and not in research. 

 

"Informed Consent is the decision, which must be written, dated and signed, to take part in a clinical 

trial, taken freely after being duly informed of its nature, significance, implications and risks and 

appropriately documented, by any person capable of giving consent or, where the person is not capable 

of giving consent, by his or her legal representative; if the person concerned is unable to write, oral 

consent in the presence of at least one witness may be given in exceptional cases, as provided for in 

national legislation." 

 

By signing informed consent documents, participants agree to a controlled breach of their privacy for 

a specific purpose and a specific period of time. In case an individual does not agree with such a 

temporary breach, he/she retains the right to withdraw. 

“Individuals need to be aware of the: 

▪ methods used for handling personal data 

▪ justification for requesting/obtaining their data; 

▪ duration of data use and storage; 

▪ guarantees concerning the rightful use of data” 

▪  

Therefore, any action that might impede privacy requires informed consent. 

From a data protection and privacy issues point of view, all participants present in the activities of the 

project need to be informed about the planned use of the collected data independently of the type of 

data collected. 

The main aspects of ‘Informed consent are the following: 

1. The potential participant must be given sufficient information in order to be able to make a 

choice of whether or not to participate that is based on an understanding of the risks and 

alternatives in an environment, which is free from any coercion; 

2. The decision of the potential participant on the consent issue must be evidenced. The 

participant needs to agree that her/his data will be used for a specific scope and is aware of 

the meaning of such use. 

 

Type of information to be provided to the participants of the OSOS activities: 

General information: 

▪ A statement that the OSOS activities involve schools (school heads, teachers and students) and 

an explanation of the purposes of the activities. 

▪ The expected duration of the subject's participation. 
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▪ A statement that participation is voluntary. 

▪ Information about who is organising and funding the activities 

▪ A statement describing the procedures adopted for ensuring data 

protection/confidentiality/privacy including duration of storage of personal data. 

▪ A reference to whom to contact regarding detailed information for the OSOS project and its 

activities. 

▪ A statement offering the subject the opportunity to ask questions and to withdraw at any time 

from the activities without consequences. 

▪ An explanation of what will happen with the data or samples at the end of the project period 

and if the data/ samples are retained or sent/sold to a third party. 

▪ Information about what will happen to the results of the project activities. 

 

Since the OSOS activities will be involving children: 

▪ Informed consent of parents/legal representative (The definition of legal representative 

should be in accordance with the legislation of the host country) must be obtained, but also, 

when the child is able to give assent, the investigator must also obtain that assent. 

▪ A child's refusal to participate or continue participating in the project activities should always 

be respected. 

▪ Project partners should avoid exerting any pressure against the child/his-her parents that will 

lead to the participation of the child to the project implementation activities. 

 

The OSOS project will engage young people, aged 10-18, in science education activities. Parental 

consent will be required for the children to participate in the project. A series of procedures will 

therefore be set in motion to secure privacy, security and ethical conduct in all our field and evaluation 

studies. Specifically: 

▪ All researchers and mentors involved in school-based activities, or working directly with 

children outside school, will be required to follow all national procedures for verifying fitness 

to access school premises. 

▪ All researchers will be required to have school-verified identification and a school liaison 

person available at all times during school visits. 

▪ Parental consent will be obtained for each step in the activity (e.g. children’s involvement in 

evaluation studies, videos, photographs). 

 

Each national coordinator will collaborate with DCU who is responsible for the impact assessment of 

the project as well as with EA the project coordinator in order to make sure that all national specificities 

are met during the design of the implementation and evaluation activities. The informed consent forms 

and information will be adapted to the need and regulations of each participating country. 
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For the purposes of the OSOS activities during the piloting, monitoring and evaluating phases of the 

projects, all national coordinators will take all necessary means to contact, inform and support the 

participating schools. 
 
To this end, the project partnership will prepare consent forms for national authorities, schools and 
school heads that will be adapted to the needs and of each participating country by the national 
coordinator. 
 
An example of such a consent form with information for national authorities and schools follows. 
 

DESCRIPTION  
Outline of what the project is about, including what participants will be required to do.  
……………………………………………………………………………………………………………………………………………………………
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
 
AIMS OF AND JUSTIFICATION FOR THE PROJECT  
Aims and significance of the project. Brief description of background theories, explanation of any 
expected benefits to the school and the community. 
……………………………………………………………………………………………………………………………………………………………
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
 
METHODOLOGY BEING USED TO ACHIEVE YOUR STATED AIMS 
Outline of the proposed method, details of data collection techniques, tasks participants will be 
asked to do, estimated time commitment involved and how data will be analysed 
……………………………………………………………………………………………………………………………………………………………
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
 
PARTICIPANT PROFILE 
number, age range and source of participants. 
……………………………………………………………………………………………………………………………………………………………
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
 
CHILD PARTICIPANTS 
The project confirms that the activities are in compliance with the specific guidelines that apply in 
the country 
 

Informed consent is being obtained from the parents/guardians of children under 18 

Informed assent must also be obtained from the children themselves 

THE VALIDATION ACTIVITIES INCLUDE 

 YES or NO 
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use of a questionnaire? (attach copy)?  

interviews (attach interview questions)?  

observation of participants without their knowledge?  

participant observation?  

audio- or video-taping interviewees or events?  

access to personal and/or confidential data (including data) without the 
participant’s specific consent? 

 

 
DATA COLLECTION AND STORAGE 
Information on the procedures used for the data collection and storage and confirmation of 
accordance to EU and national legislation. 
……………………………………………………………………………………………………………………………………………………………
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 
……………………………………………………………………………………………………………………………………………………………
…………………………………………………………………………………………………………………………………………………………… 

 

 
Each school head will need to read and approve the participation of each school. An example of an 
informed consent form for school heads follows. 
 
School Head Informed Consent Form 
 

Information on the OSOS project, its scope and its activities.  
Detailed information on the implementation activities and the impact assessment activities. 
 
Please take time to read and answer the questions below. If you have any concerns or questions in 
relation to the activities of the project please contact 
……………………………………………………………………………………………………………………………………. 
 
If participants have concerns about this study and wish to contact an independent person, please 
contact: 
………………………………………………………………………………….. 
 
Participant – please complete the following (Circle Yes or No for each question) 
 

I understand the information provided Yes No 

I have had an opportunity to ask questions and discuss this 
study 

Yes No 

I have received satisfactory answers to all my questions Yes No 

I am aware that lessons may be videotaped Yes No 

I am aware that interviews may be audiotaped Yes No 

I am aware that I may withdraw from the activities of the 
project at any point 

Yes No 
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I have read and understood the information in this form. My questions and concerns have been 
answered by the responsible people of the OSOS national coordinator, and I have a copy of this 
consent form. Therefore, I consent to take part in the activities of the OSOS project 
 
Participants Signature: ………………………………………………………. 
 
Name in Block Capitals: ………………………………………………………. 
 
Date: ………………………………………………………. 
 

 
 
Additionally, in each participating school, the involved in the OSOS activities teachers will be informed 
and state his willingness to participate in the OSOS implementation activities. An example of an 
informed consent form for teachers follows. 
 
Teacher Informed Consent Form 
 

Information on the OSOS project, its scope and its activities.  
 
Detailed information on the implementation activities and the impact assessment activities. 
 
Please take time to read and answer the questions below. If you have any concerns or questions in 
relation to the project activities please contact 
……………………………………………………………………………………………………………………………………. 
 
If participants have concerns about the activities of the project and wish to contact an independent 
person, please contact: 
………………………………………………………………………………….. 
 
Participant – please complete the following (Circle Yes or No for each question) 

I understand the information provided Yes No 

I have had an opportunity to ask questions and discuss 
the activities of the project 

Yes No 

I have received satisfactory answers to all my questions Yes No 

I am aware that lessons may be videotaped Yes No 

I am aware that interviews may be audiotaped Yes No 

I am aware that I may withdraw from the activities of the 
project at any point 

Yes No 

 
I have read and understood the information in this form. My questions and concerns have been 
answered by the responsible people of the OSOS national coordinator, and I have a copy of this consent 
form. Therefore, I consent to take part in the activities of the OSOS project 
 
Participants Signature: ………………………………………………………. 
Name in Block Capitals: ………………………………………………………. 

 

Date: ………………………………………………………. 
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The OSOS project will support a large number of European schools to implement Open Schooling 
approaches by a) setting out the open schooling values and principles for action around curriculum, 
pedagogy and assessment, b) offering guidelines and advice on issues such as staff development, 
redesigning time, and partnerships with relevant organisations (local industries, research 
organisations, parents associations and policy makers), and c) suggesting a range of possible 
implementation models from small-scale prototypes through to setting up an “open school within a 
school” or even designing a new school. This opening up of the school to the society, means that 
parents should not only be well informed of the OSOS activities but they will need to approve the 
participation of their children in them. An example of an informed consent form for parents follows. 
 
Parent Informed Consent Form 
 

Information on the OSOS project, its scope and its activities.  
 
Detailed information on the implementation activities and the impact assessment activities. 
 
Please take time to read and answer the questions below. If you have any concerns or questions in 
relation to the project activities please contact 
……………………………………………………………………………………………………………………………………. 
 
If participants have concerns about the activities of the project and wish to contact an independent 
person, please contact: 
………………………………………………………………………………….. 
 
Participant – please complete the following (Circle Yes or No for each question) 

I understand the information provided Yes No 

I have had an opportunity to ask questions and discuss 
the activities of the project 

Yes No 

I have received satisfactory answers to all my questions Yes No 

I am aware that lessons may be videotaped Yes No 

I am aware that interviews may be audiotaped Yes No 

I am aware that my child may withdraw from the 
activities of the project at any point 

Yes No 

 
I have read and understood the information in this form. My questions and concerns have been 
answered by the responsible people of the OSOS activities, and I have a copy of this consent form. 
Therefore, I consent to take part in the activities of the OSOS project 
Participants Signature: ………………………………………………………. 
Name in Block Capitals: ………………………………………………………. 

 

Date: ………………………………………………………. 

 
Finally, in each participating school, the involved in the OSOS activities students will be informed and 
state their willingness to participate in the OSOS implementation activities. An example of an informed 
consent form for students follows. 
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Student Informed Consent Form 

Information on the OSOS project, its scope and its activities.  
 
Detailed information on the implementation activities and the impact assessment activities. 
 
Please take time to read and answer the questions below. If you have any concerns or questions in 
relation to the project activities please contact 
……………………………………………………………………………………………………………………………………. 
 
If participants have concerns about the activities of the project and wish to contact an independent 
person, please contact: 
………………………………………………………………………………….. 
 
Participant – please complete the following (Circle Yes or No for each question) 

I understand the information provided Yes No 

I have had an opportunity to ask questions and discuss 
the activities of the project 

Yes No 

I have received satisfactory answers to all my questions Yes No 

I am aware that lessons may be videotaped Yes No 

I am aware that interviews may be audiotaped Yes No 

I am aware that I may withdraw from the activities of the 
project at any point 

Yes No 

 
I have read and understood the information in this form. My questions and concerns have been 
answered by the responsible people of the OSOS activities, and I have a copy of this consent form. 
Therefore, I consent to take part in the activities of the OSOS project 
Participants Signature: ………………………………………………………. 
Name in Block Capitals: ………………………………………………………. 

 

Date: ………………………………………………………. 
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5 Collection and/or processing of personal data 

During the OSOS activities implementation and validation activities, collection and or processing of 

personal data of users might take place by using the services of the OSOS portal. The OSOS consortium 

will make sure that this collection and processing of personal data conforms to the European and 

national regulations. 

 

5.1  Collection, processing and usage of personal data, and purpose 

Personal data will be collected, processed and used, if the user provides such personal data to the 

OSOS partners using the OSOS service.  

OSOS collects personal data that the user voluntarily provides to become a registered user of the 

service, and when the user uses certain aspects of the service, such as writing comments, declaring 

areas of interests, tagging resources, messaging community members, etc. 

In the registration process, the user will be asked to provide the following personal data: name, 

address, email address. 

 

In the course of registration, the user will be asked to choose a user name. As part of the service, to 

provide an educational social portal, it is necessary that a minimum amount of personal data such as 

user name or profile picture is visible to other registered users. The name shown to other users on the 

platform will be the user name, allowing the user to use the portal anonymously. 

OSOS may combine the personal data collected from the user with other data collected from the user 

and other users’ data to provide him with a better experience of the OSOS service, i.e. to provide 

certain features of the service to the user, such as to display information and suggestions based on 

users similar to him. 

 

OSOS is a community project. To provide this service to the user, a consortium of organizations is 

cooperating. the user will find a list of the cooperating organizations by following this link: 

www.opendiscoveryspace.eu. Within the distributed consortium service architecture, the user’s 

personal data will only be exchanged, if this is necessary to provide him with OSOS’s service. This, 

method will be used, for example, to measure popularity of learning resources by gathering ratings, 

tags, bookmarks, views, etc. from himself and other users. Data will also be exchanged for services like 

combined tag clouds for himself and/or the communities the user signs up to. 

 

Other than that, personal data will only be exchanged with state authorities and government 

departments, if required by mandatory law, or if any third party substantially claims an infringement 

of their rights, if the third party addresses OSOS with a written warning containing sufficient prove for 

the infringement of their rights, and after the user was given the opportunity to object to the claim 

made by the third party, as agreed above in this agreement. 
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Other than that, personal data that the user supplies will not be given or otherwise disclosed to any 

third party without the user’s prior consent. As a rule, the user’s personal data is not accessible through 

search engines. 

 

All the employees at INTRASOFT (organization for developing and running the OSOS portal and 

service), as well as all cooperating partners within the consortium are obliged by INTRASOFT to keep 

all data and information confidential and to comply with this privacy policy as well as with mandatory 

law when processing and using the user’s data. Users should also be aware that information disclosed 

during sessions on OSOS (e.g. comments, tags, voting) is public information and may be displayed to 

other users. 

 

5.2  Collection, processing and usage of other data 

OSOS also uses technological tools like Web logs and cookies when the user browses or uses OSOS’s 

service to collect certain information in a server log. The server log includes the user’s Internet Protocol 

Address (by which the computer that is used can be identified), the remote host (name of the 

computer and IP address of the user’s online access which requests the site), time of the user’s request, 

status, volume of transferred data and the website from which the user visited the requested site 

(referrer) as well as product and version information of the user’s browser. OSOS anonymises the 

protocol data (logs) without identification or references to the user to use it for statistical analyses, 

particularly for server load predictions. 

 

An anonymised unique user ID will be used in the ways how OSOS associates and stores the 

automatically generated information with personally identifiable information to provide the user with 

a better experience of the OSOS service, i.e. to provide certain features of the service to the user, such 

as to display information and suggestions based on users similar to him. 

 

5.3  Security 

OSOS uses technological and organizational security measures to protect the user’s collected data from 

manipulation, loss, destruction, and against access through third parties. All security measures will be 

improved according to the development of standard security measures.  

Identity theft and the practice currently known as “phishing” are of great concern to the OSOS 

partners. Safeguarding information to help protect the user from identity theft is a top priority. We do 

not and will not, at any time, request the user’s credit card information, the user’s account ID, login 

password, or national identification numbers in a non-secure or unsolicited e-mail or telephone 

communication. 

 

5.4  User’s rights 

When requested in writing, OSOS will provide the user with information on the user the user’s personal 

data which is saved at OSOS. OSOS will correct all data, should any data be false or out of date, and 
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requested by the user in writing. Moreover, the user has the right to ask OSOS for suspension and / or 

deletion of the user’s personal data. 

If the user would like the OSOS service to delete, suspend, correct his data or if the user would like to 

receive information on his saved data, the user should contact the OSOS service with a request that 

we delete his information from our database. We will use economically justifiable efforts to honor his 

request. We may retain an archived copy of his records if required by mandatory law. 

 

5.5  Cookies 

Cookies are bits of electronic information that can be transferred to a user's hard drive to customize a 

person's usage of a product or website, keep records of a user's access to a website or product, or 

store information needed by the user on a regular basis. The use of cookies is typically associated with 

websites. OSOS uses cookies. For example, when the user signs in, OSOS stores his user ID and a 

combination of his IP address and time of login as a cookie on the user’s hard drive. This cookie allows 

the user to move from page to page without having to sign in again on each page. Similarly, if the user 

enters information during his session, such as search keywords, this will be stored as a cookie and the 

user will not have to re-enter such information during that session. 

 

If the user does not want cookies to be used, he may make certain changes to the preferences of his 

browser. The user may use OSOS’s service with certain limitations, in particular regarding the features 

of the service, the display of information and suggestions based on the user’s history or users similar 

to him. 
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6 Methods used for tracking or observing participants 

In addition to the data collected through the services provided to the users on the OSOS portal, the 

OSOS project will collect data during the impact assessment activities of the OSOS implementation. 

 

The project will be implemented in 1,000 schools in 10 member states (Greece, Germany, Italy, France, 

Ireland, the Netherlands, Spain, Portugal, Finland, Bulgaria) and one Associated Country (Israel). The 

sample includes primary and secondary schools in urban and rural areas. Different implementation 

strategies will be adopted in every country taking into account the local circumstances, the educational 

policies and the reform efforts in place. The implementation will be supported by the National 

Coordinators, partner institutions that have direct access in school communities.  

 

Integrated students’ assessment mechanisms will allow teachers to assess the impact of their practices 

in real settings. Its focus is not only on the integration of external resources into syllabi, but also on 

subsequent adoption of the modernization of the school organization, school cooperation with 

external players as well as the teachers’ professional development. Localized assessment approaches 

will estimate the impact on both, individuals and schools as an organization, as well as on the 

development of effective cooperation with organizations like universities and research centres, 

informal learning centres (e.g. museums and science centres), enterprises, industries and the local 

communities. 

 

A set of clear and measurable indicators will be developed in order to monitor the effectiveness of 

OSOS model and activities, and if necessary, to adjust the model to suit national contexts. The 

validation methodologies will include Science Pedagogy, Organisation issues (e.g. impact on the 

curriculum), Technology (tools, services and infrastructure), Economic issues (value for money, added 

value), Cultural and Linguistic issues. The next step will be to carry out a thorough and structured 

evaluation of 100 pilot open schooling hubs at the 1st phase of the pilots and another 900 participating 

schools in the 2nd stage of the pilots. As a follow up of the evaluation, applicability of OSOS model to 

schools around Europe will be assessed and specific guidelines will be proposed on how OSOS 

approach and activities can be scaled up across national education standards and practices. As a result, 

the impact of the OSOS open schooling approach will be evaluated in the short, medium and longer 

term including the assessment of how the model contributes towards the ERA objectives of increasing 

the number of scientists and researchers in Europe. 

 

The contribution of the OSOS project is to Support Schools to become Sustainable Innovation 

Ecosystems according to the proposed framework and methodology. The proposed Assessment 

Methodology will be based on the parameters that contributing to the Growth of the school so to 

become a sustainable and open school ecosystem. The impact assessment will start with a 

comprehensive review of relevant theoretical approaches in evaluation of science education models 

and initiatives that at the same time include and follow Responsible Research and Innovation aspects. 

The review will also include assessment of evaluation procedures and experiences in previous or on-
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going science education projects or relevant with RRI (e.g. CREATIONS, RRI-Tools, NUCLEUS). The 

methodology will assess applicability of these evaluation approaches to OSOS Open Schooling Model 

and activities and identify gaps/potential for improvement of the evaluation and assessment 

procedure. The Assessment Methodology will be finalized after the selection of the specific schools 

that will participate in the Pilot phases and it will be updated (if necessary) after the 1st pilot period. 

As the assessment methodology will take into account the category of a school that will participate in 

the pilots, thus it will include specific categories of criteria. These criteria will be implemented 

according to the school that participate and the specific activities that will be realized. The OSOS 

assessment methodology is described in detail in the related deliverable D6.1 OSOS assessment 

methodology. 

 

Based on the assessment methodology, the design of a set of impact assessment tools and indicators 

for evaluation of the pilot open schooling hubs will take place. Different methods and techniques will 

be employed, including a mix of quantitative and qualitative methods such as document and statistical 

analysis, interviews, focus groups, tracking of student interest/progression via surveys of pre-post 

reflections. This will ensure that different perspectives are considered to heighten the quality and the 

validity of the overall evaluation. The set of tools to be used for the impact assessment of the OSOS 

activities are presented in detail in the related deliverable D6.2 Impact Assessment tools. 
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7 Conclusion 

The OSOS consortium will take all necessary measures to fully satisfy the Ethics Requirement No 2. The 

OSOS partnership will provide opinion or confirmation by the competent Institutional Data Protection 

Officer that all data collection and processing will be carried according to EU and national legislation 

before any OSOS activities. The partners responsible for data collection, storage, protection, retention 

and destruction are, Dublin City University (DCU) (for the data collected during the impact assessment 

of the OSOS activities) and INTRASOFT (for the data collected on the portal). Furthermore, the OSOS 

project will design and undertake the procedures that will be implemented for data collection, storage, 

protection, retention and destruction and confirmation in compliance with national and EU legislation.  

 

For the purposes of the OSOS activities during the piloting, monitoring and evaluating phases of the 

projects, all national coordinators will take all necessary means to contact, inform and support the 

participating schools. To this end the informed consent forms and information sheet will be provided 

and used during the activities of OSOS by all participants (school heads, teaches, students and their 

parents).  

 

Finally, detailed information on the collection and/or processing of personal sensitive data and 

provides information on the collection and/or processing of personal sensitive data, as well as 

information on the methods used for tracking or observing participants will be provided according to 

European and national regulations. 


